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Abstract. Oneof the problemsof middlewarefor sharedstateis that they are
designed,explicitly or implicitly, for symmetricnetworks.However, sincetheIn-
ternetis not symmetric,end-to-endprocessconnectivity cannotbe guaranteed.
Oursolutionto this is to providethemiddlewarewith anetwork abstractionlayer
that masksthe asymmetryof the network and provides the illusion of a sym-
metricnetwork. We describethecommunicationserviceof our middleware,the
Distribution Subsystem(DSS),which carefullyseparatesconnectionsto remote
processesfromtheprotocolsthatcommunicateoverthem.Thisseparationis used
to plug-in a peer-to-peermoduleto provide symmetricandpersistentconnectiv-
ity. TheP2Pmodulecanprovide bothup-to-dateaddressesfor mobileprocesses
aswell asroutediscovery to overcomeasymmetriclinks.

1 Intr oduction

Developmentof distributedapplicationsis greatly simplified by using programming
systemsthatoffer abstractionsfor sharedstate,e.g.,distributedobjectsasin JavaRMI
or CORBA. Considerableresearchand work hasbeendoneon protocolsfor shared
state[1, 2], mechanisms[3], andsystems[4, 5] to makethemmoretransparentwithout
sacrificingefficiency. Theexisting shared-stateprotocolshave usuallybeen,implicitly
or explicitly, designedfor connectivity-symmetricnetworks,e.g.,LANs andclusters.
By symmetric connectivity betweentwo machinesweunderstandthefactthatthey both
canconnectto eachothervia thephysicalnetwork. On theotherhand,we speakabout
asymmetric connectivity betweentwo machineswhenonly oneof themis ableto con-
nectto theotherone.

However, symmetryis not guaranteedon theInternet,in particulardueto firewalls
andNetworkAddressTranslators.Consequently,whenthestate-sharingprotocolsmake
useof messagingbasedonstaticIP addressesandassumesymmetricconnectivity over
theInternet,they fail to work properly. In the light of this unfortunatefact,many take
theview thatshared-stateabstractionsarejustnotpossiblefor asymmetricnetworks[6],
or thatnew andcompletelydifferentkindsof shared-stateprotocolsarenecessary. We



do not sharethis opinion.Instead,existing sharedstateprotocolscanbedirectly used
ontopof anetwork abstractionlayerthatmaskstheasymmetryof thephysicalnetwork.

Theproblemof asymmetricconnectivity hasbeentargetedat thenetworking layer
usingproxy-basedarchitectures.Communicationis routedthroughfixedway-points[7,
8], thus a way-point,or proxy, guaranteesconnectivity. This solution is static in its
configuration,andrequiresan infrastructurefor hostingtheproxy. A morepromising
solutionis to explicitly separatethenameof a processfrom its identity [9, 10]. Name-
to-addressresolutioncanthenbeperformedat application/middlewarelevel, allowing
for customizablestrategies.This approachcoincideswith resultsfrom thepeer-to-peer
field. Organizingprocessesin peer-to-peer(P2P)infrastructures[11, 12], or overlay
networks,hasin [13] beenshown to efficiently solve processmobility. However, their
solutionrequirespotentiallyinefficient indirectionof messagesanddoesnot providea
solutionfor asymmetricconnectivity.

The remainderof the paperis organizedas follows. We continueby statingthe
contribution of this paper. Then,in Section2 we introduceour middlewarelibrary. In
Sections3 and4 we describethedesignandtheimplementationof our abstractnotion
of remoteprocesses.In Section5 we presenta P2Pextensionto increaseconnectivity
for our middleware.Thebasicmessagingperformanceof our middlewareis evaluated
in Section6. We discussrelatedwork in Section7, andthenconclude.

1.1 Contribution

This paperpresentsthe designandimplementationof an efficient, simple-to-usepro-
cessabstraction,calleda DSite.Theabstractionseparatesthenotionof a processname
from its addressandhidesdetailsof theunderlyingnetwork by offeringanend-to-end
asynchronousandreliablemessagingservice.

Theimplementationof theDSiteallows for simplecustomizationof strategiesfor
failuredetectionandconnectionestablishment.This is indicatedby thesecondcontri-
bution of this paper:theusageof P2Ptechniquesto overcomeasymmetrywhenestab-
lishingconnections.By organizingprocessesin aP2Pnetwork, DSiteshaveaccessto a
servicethatprovidesdecentralizedname-to-addressresolutionandname-to-valid-route
discovery.

2 The Distribution Subsystem

TheDistribution Subsystem(DSS)is a middlewarelibrary, designedto provide distri-
bution supportfor a programmingsystems[14]. A programmingsystemconnectedto
the DSSresultsin a distributedprogrammingsystem4. Distribution supportis on the
level of languageentities/datastructures,over aninterfaceof abstractentities.Associ-
atedwith anabstractentity typeis aconsistency model,e.g.,sequentialconsistency for
sharedobjects.TheDSSprovidesoneor moreconsistency protocolsfor eachsupported
abstractentity type.

4 The system is implementedin C++ as a library and it is available for download at
http://dss.sics.se
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Fig.1. The structureof the DSSmiddleware library. The figure depictstwo processessharing
datastructuresusingtheDSS.Thedistributionmodelfor thetwo programmingsystemsis on the
level of shareddatastructures.Within theDSS,theprotocollayerexchangesprotocoloperations
with otherprotocolinstances.Thebottomlayerof theDSS,themessaginglayer, is responsible
for passingtheprotocoloperationsto thecorrectprocess.

Centralin theDSSis theconsistency protocolframework. This framework enables
simplifieddevelopmentof protocols,indicatedby thelargesuiteof efficient protocols
providedby theDSS[14]. Thekey componentin this framework is anefficientandex-
pressive inter-processservice.As shown in Figure1, theDSSis internallydividedinto
two layers:aprotocollayerthatimplementstheconsistency protocolsandamessaging
layerthatimplementsall tasksrelatedto interprocessinteraction,e.g.,messaging.The
focusof this paperis on the messaginglayer. Hereinafter, we refer to a processthat
executestheDSSasa DSS-node.

At any point in time a DSS-nodemayknow otherDSS-nodes,thesenodesareref-
ereedastheknown set. During thecourseof computation,referencesto DSS-nodesare
passedamongDSS-nodes,thusthe known set changes.At any onetime a DSS-node
needsto communicatewith a subsetof theknown set, this subsetis constantlychang-
ing. Furthermore,it is perfectlypossiblethata DSS-nodewill nevercommunicatewith
a givennodein the known set. EachDSS-nodeis assigneda globally uniqueidentity.
In addition,a DSS-node’s identity is separatedfrom its address;this is an important
requirement[10] for supportingmobileprocesses.

3 DSite,Representinga Process

The DSSrepresentsknown DSS-nodesasfirst-classdatastructures,calledDSites.A
known DSS-nodeis referencedfrom theconsistency protocolmoduleof theDSS.The
taskof theDSiteis to providetwo services:a seamlessconnectionandcommunication
service,and an asynchronousfailure detectionservice.DSitescan be passedwithin
messagesusingthecommunicationserviceof otherDSites,possiblycausingtheintro-
ductionof a DSitein theotherDSS-node.Within a DSS-nodethereexistsat mostone
copy of a particularDSite.

Theprovidedmessagingserviceis asynchronousandguaranteesreliable,in-order,
messagedelivery (modulofailureof thereceiving process).Failuresarereportedfrom
themessaginglayerto theprotocollayer. A DSitecontinuouslymonitorstheDSS-node
it representsandclassifiesaccessibilityinto oneof thethreefollowing states:

No-problem. TheDSS-nodecanbereached.



Communication-problem. TheDSS-nodeis currentlynotaccessible.Thisperception
is local to this DSite instance.OtherDSite instances,representingthesameDSS-
node,locatedat otherDSS-nodescanhave differentperceptions.This stateis not
permanent,thestateof theDSitecanchangelaterto No-problemor Crash-failure.

Crash-failur e. TheDSS-nodehascrashedandwill neverbereachableagainfrom any
DSS-nodein thenetwork.Thisis aglobalperception;all DSiteinstancesrepresent-
ing theDSS-nodewill eitherbein thestateCommunication-problemor alreadyin
thestateCrash-failure.

3.1 ChannelEstablishment

Within theDSS,two typesof channelscanbeestablishedto thenoderepresentedby a
DSite.A directchannel,e.g.,a TCPconnection,or aninternalindirectchannel,called
virtual circuit. A virtual circuit is constructedusing a route of intermediarynodes
(we will enterin moredetailsin Section5). Messagessentover a virtual circuit are
passedoverexistingdirectconnectionsfrom onenodeto another, alongthepathof the
route.WhetheraDSiteis connecteddirectlyor routedis transparentto theconsistency-
protocolmodule.

3.2 DSiteAPI

In thissectionwebriefly describetheinterfaceprovidedto theprotocollayerby aDSite
andvice versa.For the reasonof clarity, the interfaceis slightly simplified.Messages
arepassedaslists of appropriatedatastructures,e.g.,integers,strings,DSitesandap-
plicationdatastructures.
send(site,msg)causesthemessaginglayerto transportthegivenmessageto thenode
identifiedby the given site. The protocol layer exports the following interfaceto the
messaginglayer:
receive(msg,site) calledby themessaginglayerwhena messageis received.Thesite
argumentidentifiesthesenderof themessage.
siteChangedState(site,fault) calledby themessaginglayerwhensitehaschangedits
fault state5.

4 Dividing the Labor

Realizingreliablemessagingfor middlewarerequiresconsiderationof a multitudeof
requirements.Theserequirementsinclude in-ordermessagesdelivery, reliable trans-
portation,openingandclosingof connections,interfacingto OS-specificservices,and
channelestablishment.In order to efficiently fulfill themandprovide a portableand
extendablesystem,we have divided the functionalityof the DSite into threeseparate
tasks:

5 Whenspecializedfailuredetectorsareused,thereareprovisionsfor turningdetectionon and
off.



Sessionspecifictasks. Fundamentaltasksfor correctnessof the servicea DSite pro-
vides,i.e., end-to-endmessagedelivery. This includesensuringreliable,in-order
messagedelivery, (de)serializationof messages,decidingwhen to openconnec-
tionsandwhento closeconnections.

Envir onmentspecifictasks. ConnectionestablishmentanddetectingDSS-nodefaults
tasks.Thesetasksaregenerallysubjectto customization,dependingon theneeds
of the applicationandwhat the environmentoffers andcansimply be definedas
externalservices.

Operating systemspecifictasks. Link/channeltasks,that are closely relatedto the
specificsof theoperatingsystemaDSS-nodeexecuteson,e.g.,implementingsocket
handling.

4.1 DSiteSubcomponents

Thethreetasksdefinedin theprevioussectionarereflectedin thedivision of theDSS
into threesubcomponents(seeFigure2). Sessionspecifictasksarelocatedwithin the
protocol layer in the AsynchronousProtocolMachine (APM). Application specific
tasksof DSite handlingis locatedin the CommunicationServiceComponent(CSC).
Operatingsystemspecificsregardingcommunicationarelocatedin theIO-factory. The
APM is implementedasaC++library thatrequiresconnectingtoaninstanceof theCSC
andtheIO-factory. TheothersubcomponentsarerepresentedasabstractC++classesin
orderto simplify customimplementations.

Thedivision of theDSSinto threeseparatesubcomponentsmakesthemiddleware
easierto maintainandextend.All threesubcomponentsinteractover small,well spec-
ified, interfaces,enablingapplicationdevelopersto implementspecializedCSC and
IO-factorysubcomponentsindependently. Furthermore,thedesignis in theline of sep-
aratingnamesfrom addresses:theAPM is responsiblefor theidentity(thename),while
theCSCis responsiblefor addressing,i.e., for actuallyestablishingconnections.

4.2 A LayeredApproach

A DSiteis realizedasanextendablestructureof fivesub-objects,locatedin APM, CSC,
andIO-factory(seeFigure2). Eachobjectwithin thestructurerepresentsa certaintask
relatedto remoteprocessinteraction.

Therearethreeobjectslocatedwithin theAPM. First, theDssSitethatprovidesthe
protocol layer interfaceandactsasthe internalDSite reference.Second,the Session
Object that maintainscommunicationsessionsandensurereliable,in-orderdelivery
evenin thecaseof volatileconnections.Third, theTransport Object is responsiblefor
serializingmessages6, accordingto thechanneltype,andputserializedrepresentations
ontothechannel.

Establishingconnectionsto, andmonitoringthestatusof, a DSS-nodeis assigned
to theCscSite, locatedin theCSC.Establishingconnectionsis doneuponrequestfrom
theDssSite. Whena connectionis established,it is passedto theDssSite. Theactual
connectionhastheform of a channel in thecaseof a directconnection,whereasin the

6 in cooperationwith theapplication,runningon topof theDSS
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Fig.2. To the left, the layout of the DSSand its threeseparatesoftware subcomponents.The
protocollayerandpartsof themessaginglayerarelocatedin thesamesoftwaresubcomponent,
theAPM. Thefigurealsodepictsthelocationof thesub-objectsthatrepresenttheDSitestructure.
TheAPM doesabstractmessagingandtheCSC/IO-factorydoestheactualmessaging.Thefigure
to theright, depictshow aDSiteA usesDSiteB to constructavirtual circuit.

caseof anindirectconnectionit hastheformof aroute,orvirtualcircuit, i.e.,asequence
of DssSitesdescribingthe pathto the target process.The CscSiteis alsoresponsible
for monitoringthe statusof the target process;a continuoustask.Detectederrorsare
reportedto theDssSite.

A direct connectionto anotherprocess(in the form of a TCP socket, or another
transportmedium)is representedby a Channel object,locatedin the IO-factory. It is
allocatedandlinkedtoaTransportobjectwhenaconnectionis establishedandremoved
whenthechannelis lostor closed.

4.3 Maintaining a Dynamic DSiteStructur e

A DSiteis alwaysrepresentedby at leasta DssSiteconnectedto a CscSite. Theother
objectsexist onaby-needbasis,allocatedwhenneededanddeallocatedwhennolonger
needed.TheSessionobjectisallocatedwhentheDSiteis neededfor actualcommunica-
tion, andlazily removedwhenthereis no furthercommunicationneeded7. A Transport
object is allocatedby the sessionobjectwhena direct or an indirect connectionto a
DSS-nodeexists.

This designallows for a compactrepresentationof a DSite.A DSiteusedonly for
identificationis representedby a simpleDssSiteobject.A disconnectedDSite object
with unsentmessagesis representedby aDssSiteobjecttogetherwith aSessionobject.

TheDSScreatesDSitesfromdescriptionscommonlyreceivedalongwith consistency-
protocolmessages.DSitesareautomaticallycreatedwhenreceived,andautomatically
removed whenno longerneeded.DetectingobsoleteDSitesis doneduring periodic
checksby a mark-and-sweepalgorithm.Consequently, a DSS-nodeclosesnon-used
connectionsautomatically.

7 Removal is partly controlledby the amountof communicationneedsof other DSites,i.e.,
resourcemanagement.



4.4 API BetweenSubcomponents

Theinterfacesthata DSiteobject’ssubcomponentinteractthroughrepresentbothsyn-
chronousandasynchronousfunctions.Forsimplicitybasicfunctionalityregardingiden-
tity/addressserializationor connectionof two objectsis not described.The APM ex-
portsthefollowing interfaceto theCSC,throughtheDssSite:
dir ectConnectionEstablished(Channel), calledwhenadirectconnectionhasbeenes-
tablishedfor theDssSite.
routeFound(DssSites[])is usedto inform a DSitethat it shouldsetup a virtual circuit
throughthesitesin DssSites[].
stateChange(newState), theCSChasdeducedthat thefault statehaschangeandthat
affectedprotocolsshouldbeinformed.

Thefollowing interfaceis providedto theAPM by theCSC(CscSite):
establishConnection(), is calledwhena DssSiteneedsto communicate.Lateron, the
CSCwill call eitherdir ectConnectionEstablishedor routeFound.
closeConnection(Channel), iscalledby theDssSitewhennocommunicationisneeded.
disposeCssSite(), tells the CSCthat the DssSitehasbeenreclaimedwithin the APM
andsoshouldtheCscSite.

A detaileddescriptionof theIO-factoryinterfacetowardtheCSCandtheAPM is
intentionallyleft outdueto spacelimitations.In short,theinterfacecanbedescribedas
a high-level socketabstraction.

5 A Peer-to-Peer Approach

P2Poverlaynetworksimplicitly offer name-basedcommunicationandrouting[11, 12,
15]. The organizationof the overlay network is fully decentralized.To structurethe
network, eachparticipatingprocessis requiredto connectto a certainnumberof so-
calledneighborprocesses.As long aseachparticipantmaintainstheconnectionsit is
assigned,thealgorithmguaranteesconnectivity within thegroup.A P2Plookupalgo-
rithm (herewearelookingfor nodesratherthandata)canbeusedto find routesbetween
participantsof theoverlaynetwork.

In this sectionwe give a descriptionof how theCSCis extendedin our Oz-DSS8

implementationwith a P2Pmoduleto enhanceconnectivity, followedby adiscussion.

5.1 Adding a P2PModule to CSC

The “P2Pmodule”actsasa servicefor theCscSite, providing name-to-addressreso-
lution andname-to-valid-routediscoveryfunctionality. Themoduleis responsiblewith
thenodemanagementin theP2Psystem,andwith theorganizationof thecorrespond-
ing overlaystructurefor thechosenP2Pprotocol.TheP2Pmoduleis to beusedwhen
directconnectionscannotbeestablisheddueto connectionasymmetryin thenetwork,
or outdatedaddresses,e.g.,in thecaseof mobilehosts.Theresultingsystemprovides

8 Oz-DSSis a prototypethatextendstheprogramminglanguageOz with distribution support,
usingourDSSmiddleware.It is availablefor downloadat http://dss.sics.se



an illusion of a symmetricandquasi-staticnetwork over a highly asymmetricanddy-
namicnetwork.TheP2Pmodulehasaccessto all thechannelsopenedfor theAPM and
is allowedto openchannelson its own.

5.2 A Flooding-BasedP2PModule

In orderto verify our approach,we implementeda simpleP2P-basedconnectiones-
tablishmentschemabasedon flooding, similar to Gnutella(gnutella.wego.com). More
efficient P2Palgorithms,basedon DHTs, couldalsobeused.However, thepoint here
is to validatetheinterfacebetweentheAPM andtheCSC.

Whena DssSiteasksits CscSiteto establisha connection,theCscSitefirst triesto
opena direct connectionusingthe last known address.Only if that fails will theP2P
modulebeaskedfor a route-and-addressdiscovery.

TheP2Pmodule,in this floodingapproach,thenbroadcastsa requestto theneigh-
bor set.Subsequently, they forwardit to all their neighborprocesses.Therequestfor-
wardingendswheneitherthemessagetime-to-live(TTL) expiresor thetargetprocess
is found.Whenreached,if that is thecase,thetargetprocesssendsits currentaddress
togetherwith a path list along the reversepath.Upon successfulreturn,the CscSite
comparesthereceivedaddresswith theonelocally cached.If theaddresshaschanged
(this could be the casefor a mobilehost),the CscSitetries to connectdirectly to the
new address.If thatfails,or if theaddresshasnotchanged,it setsupavirtual circuit us-
ing thereturnedpath.Thus,connectivity canbeimprovedbothin caseof mobility and
in caseof asymmetricconnectivity, e.g.,hostsbehindfirewalls, NATs or physicalnet-
work limitationsin ad-hocnetworks.TheCSCcanalsotry to shortentheroutebefore
handingit to theAPM.

establishConnection(d site)

c site= getCsSite(dsite)

addr = c site.getAddr()

if ioFactory.connect(addr, channel)

apm.directConEstablished(dsite,channel)

else

route= p2pMod.pathDiscovery(c site,addr)

if ioFactory.connect(addr, channel)

c site.setAddress(addr)

apm.directConEstablished(dsite,channel)

else

apm.routeFound(dsite,route)

X

A

B

C

Z

Y

Firewall

Fig.3. Overcomeasymmetricconnectivity by usingthe name-to-valid-routediscovery service.
SincenodeA cannotconnectdirectly to nodeC, it looks for a paththroughnodeB. On the left
handsideweshow pseudo-coderepresentingthestepsatnodeA.

In Figure3 we show a simpleexampleof threenodes,wherethe name-to-valid-
routediscovery serviceis used.The DSS-nodesaredenotedby circles,whereasthe



machinesthey run on to aredenotedby rectangles.In this example,nodeA receives,
throughtheactionof someconsistency protocol,a referenceto the targetnodeC and
triesto connectto it. As nodeA cannot connectdirectly to nodeC, it makesuseof the
name-to-valid-routeserviceprovidedby theP2Pmodule,andthusit obtainsa routeto
nodeC throughnodeB which will beusedto createa virtual circuit betweenA to C
through B. We alsoshow thepseudo-coderepresentingthestepsatnodeA.

5.3 Routing for Scalability

We have seenhow theuseof namebasedroutingcanextendtheDSSfunctionalityto
caterfor firewalls,NATs andmobility. In additiontheP2Pmodulecanalsoextendthe
DSSwith respectto scalability.

Thereis an appreciablecostwith eachdirect connectionin termsof memoryand
systemresources.Thuslargeknown sets arenot,within reason,aproblem,ratherkeep-
ing a largenumberof direct connectionsmight be.A DSS-nodemay be at the limits
of its availableresourcesandunableto acceptadditionalincomingconnectionswithout
seriousperformancedegradation.With theP2Proutingavailableasbackup,theloaded
nodecannow deliberatelyrefuseadditionalconnectionsrequests,thusindirectly forc-
ing thecommunicationto takeplaceover thealreadyexistingconnections.

6 Evaluation of the DSS

The functionalityprovidedby theDSitestructuresimplifiesinterprocesscommunica-
tion for the protocol layerof the DSS.However, this functionalitydoesnot comefor
free;it imposesacertainoverheadcomparedto raw socketuse.In thissectionweshow
thattheoverheadis relatively small,especiallywhenconsideringInternetcommunica-
tion.

Table 1. Thetime it takesto sendsequencesof 1000request-replymessagesfor threedifferent
applicationson two differentnetwork configurations.The timesnormalizedto the time of the
socket applicationareshown in parentheses.

Process-Configuration Socket DSS– channelDSS– virtual circuit

100MbitLAN (ping0.096ms) 92ms(1.0) 116ms(1.26) 287ms(2.51)
Internet(ping51.504ms) 51073ms(1.0) 51137ms(1.0) 53404ms(1.04)

WecomparedasmallsocketapplicationagainsttheDSSin two settings.First,using
a TCP channelfor interprocesscommunication.Second,usinga virtual circuit (over
establishedTCPchannels).All applicationssendarequestfromoneprocess,thesource,
to anotherprocess,the target.Upon receiving the request,the target processsendsa
replymessagebackto thesource.Thereceptionof thereplymessagefinishesarequest-
reply call. This sequenceis repeated1000times.The testswereconductedover two
network configurations:a fastLAN (0.096ms)at SICS,andInternet(51.5ms)setting



with computerslocatedin SwedenandBelgium.For thevirtual circuit testweusedone
intermediarynode,alsoin Sweden,80km(ping4ms)away from thesourcenode.

The resultsareshown in Table1. Thesocket applicationcanbeseenastheprac-
tical maximumcommunicationspeedthat could be obtained(the IO-factoryusedby
theDSSusesTCP).Theoverheadimposedby theDSitestructureis surprisinglysmall,
only 26%.WhenconsideringWAN settingswith higherlatency, theoverheadis negli-
gible.Maintenanceof thevirtual circuit introducesanextra50%overheadaddedto the
extra network hopin theLAN setting,resultingin a 250%overheadcomparedto raw
socket communication.However, thedifferenceis only 4% whencommunicatingover
theInternet.

7 RelatedWork

The JXTA specifications(www.jxta.org) definea set of basicprotocolsfor a number
of P2Pservicessuchasdiscovery, communication,andpeermonitoring.JXTA only
providesunreliablecommunicationusingthe notion of pipes.Contraryto JXTA, the
DSS implementsreliable communication.Furthermore,the DSS is much more than
a data-storagesystem;it is a genericmiddlewarelibrary supportinga wide varietyof
abstractentity types.

TheIntentionalNamingSystem– INS [16] providesresourcediscoveryandservice
locationfor dynamicandmobilenetworks.Theso-calledresolversin INS form anover-
lay network usedto discovernew servicesandperformlatebinding,i.e.,a mechanism
thatintegratesnameresolutionandmessagerouting.Theideaof usingthelookuppro-
cedureof theP2Palgorithmsfor routingmessagesin oursystemis verycloseto thelate
bindingmechanism.However, theoverlaynetwork in INS is organizedinto a spanning
treeand is intendedfor relatively small systems.INS is focusedon servicelocation,
ratherthanprocesslocation,asis our approach.In our approach,we take advantageof
theP2Plookupalgorithmsto extend,improveandscaleup our middlewareto beable
to dealwith asymmetricnetworks,mobility, firewalls,andNATs.

Theresearchin [13] (InternetIndirectionInfrastructure– i3) is focusedon theidea
of employing a P2Pbasedoverlay network to supporthost mobility and to provide
a rendezvous-basedcommunicationabstraction.In our approachwe alsoorganizethe
systeminto a P2Poverlaynetwork. However, whereasin i3 therendezvouspointsare
usedfor indirection,andthus,storingextra routing state,in our proposalwe usethe
P2Plookupalgorithmsfor processlocation,directly, andmessagerouting, indirectly.
Moreover, whereasi3 is anindependentinfrastructurethathasto bedeployedexplicitly,
in oursolutionweproposethattheverynodesof agivendistributedsystemdynamically
organizethemselvesto maintaincommunicationin asymmetricnetworks.

8 Future Work

Currently, the DSS designis built on the assumptionof a non-hostileenvironment.
We arecurrentlyworking on makingtheDSSa secureplatform,by addingencrypted
channelsbasedonpublickey negotiatedsessionkeys,andunforgeableDSS-node/DSite
identifiersandadresses.Furthermore,weplanto investigateandexperimentmorewith



DHT-basedalgorithmsin our prototypeP2Pcomponent.The propertiesof the struc-
turedP2Palgorithms,thescalabilityrobustness,full decentralizationandself-organizing
make themprimecandidatesfor ourmiddlewaresystem.

9 Conclusion

We describeda messagingmodelbasedon a first classnotion of a remoteprocess,a
DSite.The DSite abstractionhidesdetailsof the underlyingnetwork, andprovidesa
simpleto useasynchronousmessaginginterface.TheDSS,themiddlewarelibrary that
implementstheDSites,is designedto bebothefficient andextendable.Theefficiency
of thedesignis shown in ourevaluations.

TheDSSmatchedwith a suitableP2Pmoduleextendsthe usefulnessof the DSS
to asymmetricnetworks.TheP2Palgorithmswork asa connectionfall-backwhendi-
rectconnectionsareeitherimpossibleor resourceinefficient.Direct connectionestab-
lishmentis not possiblewhendealingwith mobility (mobileprocesses),firewalls,and
NATs.

Previously our middleware(aswell asothersharedstatesystems),incorporating
many state-of-the-artconsistency protocols,requiredsymmetricnetworks to work. In
this paperweshow how this limitation canbeovercomeby incorporatingsuitableP2P
algorithms,greatlyextendingtheapplicationdomain.
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