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Abstract. One of the problemsof middlevare for sharedstateis thatthey are
designedexplicitly orimplicitly, for symmetricnetworks.However, sincetheln-
ternetis not symmetric,end-to-endprocessconnectiity cannotbe guaranteed.
Oursolutionto thisis to provide themiddlevarewith anetwork abstractioayer
that masksthe asymmetryof the network and providesthe illusion of a sym-
metric network. We describethe communicatiorserviceof our middlevare,the
Distribution Subsysten{DSS),which carefully separatesonnectiongo remote
processefomtheprotocolshatcommunicate@verthem.This separatioris used
to plug-in a peerto-peermoduleto provide symmetricandpersistentonnecti-
ity. The P2Pmodulecanprovide both up-to-dateaddressefor mobile processes
aswell asroutediscovery to overcomeasymmetridinks.

1 Intr oduction

Developmentof distributed applicationsis greatly simplified by using programming
systemghatoffer abstractiongor sharedstate e.qg.,distributedobjectsasin JavaRMI
or CORBA. Considerablegesearchand work hasbeendoneon protocolsfor shared
state[1, 2], mechanism§3], andsystemg4, 5] to make themmoretransparenvithout
sacrificingefficiengy. The existing shared-statprotocolshave usuallybeen,implicitly
or explicitly, designedor connectvity-symmetricnetworks, e.g.,LANs andclusters.
By symmetric connectivity betweertwo machinesve understandhefactthatthey both
canconnecto eachothervia the physicalnetwork. On the otherhand,we speakabout
asymmetric connectivity betweerntwo machinesvhenonly oneof themis ableto con-
nectto the otherone.

However, symmetryis not guaranteen the Internet,in particulardueto firewalls
andNetwork AddressTranslatorsConsequentlywhenthestate-sharingrotocolsmake
useof messagindpasedn staticlP addresseandassumesymmetricconnectity over
the Internet,they fail to work properly In thelight of this unfortunatefact, mary take
theview thatshared-statabstractionsrejustnotpossiblegfor asymmetrimetworks[6],
or thatnew andcompletelydifferentkinds of shared-statprotocolsarenecessary\e



do not sharethis opinion. Instead existing sharedstateprotocolscanbe directly used
ontop of anetwork abstractioayerthatmaskgheasymmetryof the physicalnetwork.

The problemof asymmetricconnectity hasbeentargetedat the networking layer
usingproxy-basedarchitecturesCommunicatioris routedthroughfixedway-pointy 7,
8], thus a way-point, or proxy, guaranteegonnectvity. This solutionis staticin its
configuration,andrequiresan infrastructurefor hostingthe proxy. A more promising
solutionis to explicitly separatéhe nameof a procesdrom its identity [9, 10]. Name-
to-addressesolutioncanthenbe performedat application/middlevarelevel, allowing
for customizablestratgies. This approachcoincideswith resultsfrom the peerto-peer
field. Organizingprocessesn peerto-peer(P2P)infrastructureq11, 12], or overlay
networks, hasin [13] beenshavn to efficiently solve processnobility. However, their
solutionrequirespotentiallyinefficientindirectionof messageanddoesnot provide a
solutionfor asymmetricconnectvity.

The remainderof the paperis organizedas follows. We continueby statingthe
contribution of this paper Then,in Section2 we introduceour middlevarelibrary. In
Sections3 and4 we describethe designandthe implementatiorof our abstrachotion
of remoteprocessedn Section5 we presenta P2Pextensionto increaseconnectvity
for our middlevare. The basicmessagingperformancef our middlewareis evaluated
in Section6. We discusgelatedwork in Section7, andthenconclude.

1.1 Contribution

This paperpresentghe designandimplementatiorof an efficient, simple-to-usepro-
cessabstractioncalleda DSite. Theabstractiorseparatethe notionof a procesiame
from its addresandhidesdetailsof the underlyingnetwork by offering anend-to-end
asynchronouandreliablemessagingervice.

Theimplementatiorof the DSite allows for simple customizatiorof stratgjiesfor
failure detectionandconnectiorestablishmentThis is indicatedby the secondcontri-
bution of this paperthe usageof P2Ptechniquedo overcomeasymmetrywhenestab-
lishing connectionsBy organizingprocesses a P2Pnetwork, DSiteshave accesdo a
servicethatprovidesdecentralizethame-to-addresgsolutionandname-to-alid-route
discovery.

2 The Distrib ution Subsystem

The Distribution SubsystenfDSS)is a middlewarelibrary, designedo provide distri-
bution supportfor a programmingsystemg14]. A programmingsystemconnectedo
the DSSresultsin a distributed programmingsystem. Distribution supportis on the
level of languageentities/datastructurespver aninterfaceof abstracentities.Associ-
atedwith anabstracentity typeis a consisteng model,e.g.,sequentiatonsisteng for
sharedbjects TheDSSprovidesoneor moreconsisteng protocolsfor eachsupported
abstracentity type.

4 The systemis implementedin C++ as a library and it is available for download at
http://dss.sics.se
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Fig. 1. The structureof the DSS middleware library. The figure depictstwo processesharing
datastructuresisingthe DSS. Thedistribution modelfor thetwo programmingsystemss onthe
level of shareddatastructuresWithin the DSS,theprotocollayerexchangeprotocoloperations
with otherprotocolinstancesThe bottomlayer of the DSS,the messagindayer, is responsible
for passinghe protocoloperationgo the correctprocess.

Centralin the DSSis the consisteng protocolframawork. This frameawvork enables
simplified developmentof protocols,indicatedby the large suite of efficient protocols
providedby the DSS[14]. Thekey componentn this framework is anefficientandex-
pressie inter-processervice As shovn in Figurel, the DSSis internally dividedinto
two layers:a protocollayerthatimplementghe consisteng protocolsanda messaging
layerthatimplementsall tasksrelatedto inter processnteractione.g.,messagingThe
focus of this paperis on the messagindayer. Hereinafter we refer to a processhat
executegsheDSSasa DSS-node.

At ary pointin time a DSS-nodemayknow otherDSS-nodesthesenodesareref-
ereedastheknown set. During thecourseof computationreferenceso DSS-nodegre
passechmongDSS-nodesthusthe known set changesAt ary onetime a DSS-node
needso communicataevith a subsebf the known set, this subseis constantlychang-
ing. Furthermoreit is perfectlypossiblehata DSS-nodewill never communicatevith
a givennodein the known set. EachDSS-nodéds assigneda globally uniqueidentity.
In addition,a DSS-nodes identity is separatedrom its addressthis is animportant
requiremenf10] for supportingnobile processes.

3 DSite, Representinga Process

The DSSrepresent&known DSS-nodessfirst-classdatastructurescalled DSites. A
known DSS-nodes referencedrom the consisteng protocolmoduleof the DSS.The
taskof the DSiteis to provide two servicesa seamlessonnectiorandcommunication
service,and an asynchronousailure detectionservice.DSitescan be passedwithin
messagessingthe communicatiorserviceof otherDSites,possiblycausingtheintro-
ductionof a DSitein the otherDSS-nodeWithin a DSS-nodehereexistsat mostone
copy of aparticularDSite.

The providedmessagingerviceis asynchronouandguaranteeseliable,in-order,
messagelelivery (modulofailure of the receving process)Failuresarereportedfrom
themessagindpyerto theprotocollayer A DSitecontinuouslymonitorsthe DSS-node
it representandclassifiesaccessibilityinto oneof thethreefollowing states:

No-problem. TheDSS-nodecanbereached.



Communication-problem. TheDSS-nodés currentlynotaccessibleThis perception
is local to this DSite instance OtherDSite instancesrepresentinghe sameDSS-
node,locatedat otherDSS-nodeganhave differentperceptionsThis stateis not
permanentthe stateof the DSite canchangdaterto No-problemor Crash-&ilure.

Crash-failure. TheDSS-nodéascrasheandwill neverbereachablegainfrom ary
DSS-nodeén thenetwork. Thisis aglobalperceptionall DSiteinstancesepresent-
ing the DSS-nodewill eitherbein the stateCommunication-probleror alreadyin
thestateCrash-#ilure.

3.1 Channel Establishment

Within the DSS,two typesof channelcanbe establishedo the noderepresentetly a

DSite. A directchannele.g.,a TCP connectionpr aninternalindirectchannelcalled
virtual circuit. A virtual circuit is constructedusing a route of intermediarynodes
(we will enterin more detailsin Section5). Messagesentover a virtual circuit are
passedver existing directconnectiongrom onenodeto anotheralongthe pathof the
route.Whethera DSiteis connectedlirectly or routedis transparento the consisteng-

protocolmodule.

3.2 DSite API

In thissectiorwe briefly describeheinterfaceprovidedto theprotocollayerby aDSite
andvice versa.For the reasorof clarity, the interfaceis slightly simplified. Messages
arepassedslists of appropriatedatastructurese.g.,integers,strings,DSitesandap-
plicationdatastructures.

send(site,msg) causethe messagindayerto transportthe givenmessagé¢o the node
identified by the given site. The protocollayer exportsthe following interfaceto the
messagindayer:

receve(msg,site) calledby the messagindayerwhena messagés received. The site
argumentdentifiesthe sendeiof themessage.

siteChangedState(sitefault) calledby the messagindayerwhensite haschangedts
faultstaté.

4 Dividing the Labor

Realizingreliable messagindor middlewvarerequiresconsideratiorof a multitude of
requirementsTheserequirementsnclude in-order messageslelivery, reliable trans-
portation,openingandclosingof connectionsinterfacingto OS-specificservicesand
channelestablishmentln orderto efficiently fulfill themand provide a portableand
extendablesystem we have divided the functionality of the DSite into threeseparate
tasks:

5 Whenspecializedailure detectoraareused thereare provisionsfor turningdetectionon and
off.



Sessiorspecifictasks. Fundamentatasksfor correctnes®f the servicea DSite pro-
vides,i.e., end-to-endnessagelelivery. This includesensuringreliable,in-order
messagealelivery, (de)serializatiorof messagesjecidingwhento openconnec-
tionsandwhento closeconnections.

Environmentspecifictasks. ConnectiorestablishmeranddetectingdSS-noddaults
tasks.Thesetasksare generallysubjectto customizationdependingon the needs
of the applicationandwhatthe ervironmentoffers and cansimply be definedas
externalservices.

Operating systemspecifictasks. Link/channeltasks,that are closely relatedto the
specificof theoperatingsystema DSS-nodexecuten, e.g.,implementingoclet
handling.

4.1 DSite Subcomponents

Thethreetasksdefinedin the previous sectionarereflectedin the division of the DSS
into threesubcomponentéseeFigure 2). Sessiorspecifictasksarelocatedwithin the
protocol layer in the AsynchronousProtocol Machine (APM). Application specific
tasksof DSite handlingis locatedin the CommunicatiorServiceComponen{CSC).
Operatingsystenspecificsegardingcommunicatiorarelocatedin the |IO-factory The
APM isimplementedsaC++library thatrequiresonnectingo aninstanceof theCSC
andthelO-factory TheothersubcomponentarerepresentedsabstracC++ classesn

orderto simplify customimplementations.

Thedivision of the DSSinto threeseparatsubcomponentakesthe middlevare
easierto maintainandextend.All threesubcomponentsteractover small,well spec-
ified, interfaces,enablingapplicationdevelopersto implementspecializedCSC and
|0-factorysubcomponentsidependentlyFurthermorethedesignis in theline of sep-
aratingnamedrom addresseshe APM is responsibléor theidentity (thename)while
the CSCis responsibldor addressing,e., for actuallyestablishingconnections.

4.2 A LayeredApproach

A DSiteis realizedasanextendablestructureof five sub-objectspcatedin APM, CSC,
andlO-factory(seeFigure2). Eachobjectwithin thestructurerepresenta certaintask
relatedto remoteprocessnteraction.

Therearethreeobjectslocatedwithin the APM. First, the DssSitethatprovidesthe
protocollayerinterfaceand actsasthe internal DSite reference Secondthe Session
Object that maintainscommunicatiorsessionsaind ensurereliable,in-order delivery
evenin the caseof volatile connectionsThird, the Transport Object is responsibldor
serializingmessagés accordingo the channekype,andputserializedepresentations
ontothechannel.

Establishingconnectiongo, and monitoringthe statusof, a DSS-nodds assigned
to the CscSite locatedin the CSC.Establishingzonnectionss doneuponrequesfrom
the DssSite Whena connectionis establishedit is passedo the DssSite The actual
connectiorhastheform of a channel in the caseof adirectconnectionwhereasn the

8 in cooperatiowith the application funningon top of the DSS
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Fig. 2. To the left, the layout of the DSS andits three separatesoftware subcomponentsThe
protocollayerandpartsof the messagindayerarelocatedin the samesoftwaresubcomponent,
the APM. Thefigurealsodepictsthelocationof thesub-objectshatrepresenthe DSitestructure.
The APM doesabstractmessagingndthe CSC/IO-factorydoestheactualmessagingrhefigure
to theright, depictshow a DSite A usesDSite B to construcia virtual circuit.

caseof anindirectconnectiorit hastheform of aroute,or virtual circuit, i.e.,asequence
of DssSitesdescribingthe pathto the taget processThe CscSiteis alsoresponsible
for monitoringthe statusof the target processa continuoustask. Detectederrorsare
reportedto the DssSite

A direct connectionto anotherprocesg(in the form of a TCP soclet, or another
transportmedium)is representetty a Channel object,locatedin the IO-factory It is
allocatedcandlinkedto a Transporbbjectwhenaconnectioris establishe@éndremoved
whenthechannels lostor closed.

4.3 Maintaining a Dynamic DSite Structure

A DSiteis alwaysrepresentedy atleasta DssSiteconnectedo a CscSite The other

objectsexistonaby-needasis allocatedvhenneededinddeallocatedvhennolonger
neededTheSessiombjectis allocatedvhentheDSiteis neededor actualcommunica-
tion, andlazily removedwhenthereis no furthercommunicatiomeeded. A Transport
objectis allocatedby the sessiorobjectwhena direct or anindirect connectiornto a

DSS-nodexxists.

This designallows for a compactrepresentationf a DSite. A DSite usedonly for
identificationis representedby a simple DssSiteobject. A disconnectedSite object
with unsenimessageis representetly a DssSiteobjecttogethemwith a Sessiorobject.

TheDSScreate®Sitesfrom description€ommonlyrecevedalongwith consisteng-
protocolmessage® Sitesareautomaticallycreatedvhenreceved,andautomatically
removed whenno longer needed DetectingobsoleteDSitesis done during periodic
checksby a mark-and-sweeplgorithm. Consequentlya DSS-nodeclosesnon-used
connectiongutomatically

" Remwal is partly controlled by the amountof communicationneedsof other DSites, i.e.,
resourcenanagement.



4.4 API BetweenSubcomponents

Theinterfacesthata DSite objects subcomponerinteractthroughrepresenboth syn-
chronousandasynchronousinctions.For simplicity basicfunctionalityregardingiden-
tity/addressserializationor connectionof two objectsis not describedThe APM ex-
portsthefollowing interfaceto the CSC,throughthe DssSite

dir ectConnectionEstablished(Channe]xalledwhenadirectconnectiorhasbeenes-
tablishedfor the DssSite

routeFound(DssSites[])s usedto inform a DSitethatit shouldsetup avirtual circuit
throughthesitesin DssSites][]

stateChange(newStatethe CSChasdeducedhatthe fault statehaschangeandthat
affectedprotocolsshouldbeinformed.

Thefollowing interfaceis providedto the APM by the CSC(CscSite):
establishConnection()is calledwhena DssSiteneedso communicateLateron, the
CSCwill call eitherdirectConnectionEstablishedr routeFound.
closeConnection(Channel)s calledby theDssSitewhenno communicatioris needed.
disposeCssSite()tells the CSCthatthe DssSitehasbeenreclaimedwithin the APM
andsoshouldthe CscSite.

A detaileddescriptionof the I0-factoryinterfacetowardthe CSCandthe APM is
intentionallyleft outdueto spacdimitations.In short,theinterfacecanbedescribeds
a high-level soclet abstraction.

5 A Peerto-Peer Approach

P2Poverlaynetworksimplicitly offer name-basedommunicatiorandrouting[11, 12,
15]. The organizationof the overlay network is fully decentralizedTo structurethe
network, eachparticipatingprocesss requiredto connectto a certainnumberof so-
calledneighborprocessesAs long aseachparticipantmaintainsthe connectionst is
assignedthe algorithmguaranteesonnectvity within the group.A P2Plookupalgo-
rithm (herewe arelookingfor nodegatherthandata)canbeusedo find routesbetween
participantsof theoverlaynetwork.

In this sectionwe give a descriptionof how the CSCis extendedin our Oz-DS$
implementatiorwith a P2Pmoduleto enhance&onnectity, followedby adiscussion.

5.1 Adding aP2PModule to CSC

The “P2P module” actsasa servicefor the CscSite providing name-to-addresgso-
lution andname-to-alid-routediscovery functionality, Themoduleis responsiblevith
thenodemanagemerin the P2Psystemandwith the organizationof the correspond-
ing overlaystructurefor the choserP2Pprotocol. The P2Pmoduleis to beusedwhen
directconnectiongannotbe establishedlueto connectiorasymmetryin the network,
or outdatedaddresses.g.,in the caseof mobile hosts.The resultingsystemprovides

8 0z-DSSis a prototypethatextendsthe programminganguageOz with distribution support,
usingour DSSmiddlaeware.lt is availablefor dowvnloadat http://dss.sics.se



anillusion of a symmetricandquasi-statimetwork over a highly asymmetricanddy-
namicnetwork. TheP2Pmodulehasaccesso all thechannelopenedor the APM and
is allowedto openchannelonits own.

5.2 A Flooding-BasedP2P Module

In orderto verify our approachwe implementeda simple P2P-basedonnectiones-
tablishmentschemabasedon flooding, similar to Gnutella(gnutella.wgo.con). More
efficient P2Palgorithms basedon DHTS, could alsobe used.However, the point here
is to validatetheinterfacebetweerthe APM andthe CSC.

Whena DssSiteasksits CscSiteto establisha connectionthe CscSitefirst triesto
opena directconnectiorusingthe lastknown addressOnly if thatfails will the P2P
modulebeasledfor aroute-and-addresfiscovery.

The P2Pmodule,in this flooding approachthenbroadcastsa requesto the neigh-
bor set.Subsequentlythey forwardit to all their neighborprocessesThe requesfor-
wardingendswheneitherthe messagéime-to-live (TTL) expiresor thetargetprocess
is found. Whenreachedif thatis the case thetamgetprocessendsts currentaddress
togetherwith a pathlist alongthe reversepath. Upon successfuteturn,the CscSite
comparesherecevedaddressvith the onelocally cached!f theaddreshaschanged
(this could be the casefor a mobile host),the CscSitetries to connectdirectly to the
new addresslf thatfails, or if theaddressiasnotchangedit setsupavirtual circuit us-
ing thereturnedpath.Thus,connectity canbeimprovedbothin caseof mobility and
in caseof asymmetricconnectvity, e.g.,hostsbehindfirewalls, NATs or physicalnet-
work limitationsin ad-hocnetworks. The CSCcanalsotry to shortenthe routebefore
handingit to the APM.

establishConnectioifd_site)
c_site= getCsSite(csite)
addr = c_site.getAddr()
if ioFactoryconnect(addichannel)
apm.directConEstablished§ite, channel)
else

route= p2pMod.pathDisceery(csite,addr)

if ioFactoryconnect(addichannel) .
c_site.setAddress(addr) lil’ R
apm.directConEstablishedéite,channel)

else Firewall
apm.routeBund(dsite, route)

Fig. 3. Overcomeasymmetricconnectiity by usingthe name-to-alid-routediscovery service.
SincenodeA cannotconnectdirectly to nodeC, it looksfor a paththroughnodeB. On theleft
handsidewe shaw pseudo-codeepresentinghe stepsatnodeA.

In Figure 3 we shav a simple exampleof threenodes,wherethe name-to-alid-
route discovery serviceis used.The DSS-nodesre denotedby circles, whereashe



machineghey run on to aredenotedby rectanglesin this example,nodeA receves,
throughthe actionof someconsisteng protocol,a referenceo the targetnodeC and
triesto connecto it. As nodeA cannotconnectdirectly to nodeC, it makesuseof the
name-to-alid-routeserviceprovidedby the P2Pmodule,andthusit obtainsa routeto
nodeC throughnodeB which will be usedto createa virtual circuit betweenAto C
through B. We alsoshawv the pseudo-codeepresentinghe stepsatnodeA.

5.3 Routing for Scalability

We have seenhow the useof namebasedouting canextendthe DSSfunctionalityto
caterfor firewalls, NATs andmobility. In additionthe P2Pmodulecanalsoextendthe
DSSwith respecto scalability

Thereis an appreciablecostwith eachdirect connectionin termsof memoryand
systenresourcesThuslargeknown sets arenot, within reasona problem ratherkeep-
ing a large numberof directconnectionsmight be. A DSS-nodamay be at the limits
of its availableresourcesindunableto acceptadditionalincomingconnectionsvithout
seriousperformancalegradation With the P2Proutingavailableasbackup theloaded
nodecannow deliberatelyrefuseadditionalconnectionsequeststhusindirectly forc-
ing thecommunicatiorio take placeover the alreadyexisting connections.

6 Evaluation of the DSS

The functionality provided by the DSite structuresimplifiesinterproces€ommunica-
tion for the protocollayer of the DSS.However, this functionality doesnot comefor
free;it imposesa certainoverheaccomparedo raw soclketuse.In this sectionwe shav
thatthe overheads relatively small,especiallywhenconsideringnternetcommunica-
tion.

Table 1. Thetime it takesto sendsequencesf 1000request-replynessagebor threedifferent
applicationson two differentnetwork configurationsThe timesnormalizedto the time of the
soclet applicationareshavn in parentheses.

| Process-Configuration ||  Soclet |DSS-channgDSS- virtual circuit]

100MbitLAN (ping 0.096ms)| 92ms(1.0) | 116ms(1.26) 287ms(2.51)
Internet(ping 51.504ms) ||51073mg1.0)51137mg1.0)| 53404mg1.04)

We comparedismallsocletapplicationagainsthe DSSin two settingsFirst,using
a TCP channelfor interprocessommunicationSecondusinga virtual circuit (over
established CPchannels)All applicationsendarequesfrom oneprocessthesource,
to anotherprocessthe target. Upon receving the requestthe target processsendsa
reply messagbackto thesourceThereceptiorof thereply messagéinishesarequest-
reply call. This sequencés repeatedl000times. The testswere conductedover two
network configurationsafastLAN (0.096ms)at SICS,andInternet(51.5ms) setting



with computerdocatedin SwederandBelgium.For thevirtual circuit testwe usedone
intermediarynode,alsoin Sweden80km (ping 4ms)away from the sourcenode.

The resultsareshovn in Table 1. The soclet applicationcanbe seenasthe prac-
tical maximumcommunicatiorspeedthat could be obtained(the IO-factory usedby
theDSSusesTCP).Theoverheadmposedby the DSitestructures surprisinglysmall,
only 26%.WhenconsideringVAN settingswith higherlateng, the overheads negli-
gible. Maintenancef thevirtual circuit introducesanextra 50%overheadaddedo the
extra network hopin the LAN setting,resultingin a 250%overheadcomparedo raw
soclet communicationHowever, the differences only 4% whencommunicatingver
thelnternet.

7 RelatedWork

The JXTA specificationgwww.jxta.org) definea setof basicprotocolsfor a number
of P2Pservicessuchasdiscavery, communicationand peermonitoring. JXTA only
providesunreliablecommunicatiorusing the notion of pipes.Contraryto JXTA, the
DSS implementsreliable communicationFurthermorethe DSSis much more than
a data-storagsystem;it is a genericmiddlevarelibrary supportinga wide variety of
abstracentity types.

ThelntentionalNamingSystem- INS[16] providesresourcaliscosery andservice
locationfor dynamicandmobilenetworks. Theso-calledresohersin INSform anover
lay network usedto discover new servicesandperformlate binding,i.e.,amechanism
thatintegratesnameresolutionandmessageouting. Theideaof usingthelookup pro-
cedureof the P2Palgorithmsfor routingmessageis our systenis very closeto thelate
bindingmechanismHowever, the overlaynetwork in INSis organizednto a spanning
tree andis intendedfor relatively small systemsINS is focusedon servicelocation,
ratherthanprocesdocation,asis our approachln our approachye take advantageof
the P2Plookup algorithmsto extend,improve andscaleup our middlevareto be able
to dealwith asymmetrimetworks, mobility, firewalls,andNATSs.

Theresearchn [13] (InternetindirectionInfrastructure-i3) is focusedon theidea
of employing a P2P basedoverlay network to supporthost mobility andto provide
arendezwus-basedommunicatiorabstractionln our approachwe alsoorganizethe
systeminto a P2Poverlay network. However, whereasn i3 therendezwouspointsare
usedfor indirection,andthus, storing extra routing state,in our proposalwe usethe
P2Plookup algorithmsfor procesdocation,directly, and messageouting, indirectly.
Moreover, whereas$3 is anindependeninfrastructurghathasto bedeployedexplicitly,
in oursolutionwe proposehattheverynodesof agivendistributedsystendynamically
organizethemselesto maintaincommunicationin asymmetrimetworks.

8 Future Work

Currently the DSS designis built on the assumptiorof a non-hostileervironment.

We are currentlyworking on makingthe DSSa secureplatform, by addingencrypted
channeldasednpublickey negotiatedsessiorkeys,andunforgeableDSS-node/DSite
identifiersandadressed=urthermorewe planto investigateandexperimentmorewith



DHT-basedalgorithmsin our prototypeP2P componentThe propertiesof the struc-
turedP2Palgorithmsthescalabilityrobustnessiull decentralizatioandself-oiganizing
malke themprime candidate$or our middlewvaresystem.

9 Conclusion

We describeda messagingnodelbasedon a first classnotion of a remoteprocessa
DSite. The DSite abstractiorhidesdetailsof the underlyingnetwork, and providesa
simpleto useasynchronoumessagingnterface.The DSS,themiddlewvarelibrary that
implementshe DSites,is designedo be both efficient andextendable The efficiency
of thedesignis shavn in our evaluations.

The DSS matchedwith a suitableP2Pmoduleextendsthe usefulnes®f the DSS
to asymmetrimetworks. The P2Palgorithmswork asa connectiorfall-backwhendi-
rectconnectionsreeitherimpossibleor resourcenefficient. Direct connectiorestab-
lishmentis not possiblewhendealingwith mobility (mobile processesYjrewalls, and
NATSs.

Previously our middlewvare (aswell as other sharedstatesystems)jncorporating
mary state-of-the-artonsisteng protocols,requiredsymmetricnetworksto work. In
this paperwe shov how this limitation canbe overcomeby incorporatingsuitableP2P
algorithms greatlyextendingthe applicationdomain.
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